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Mapovanie digitalneho terénu
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Trends Impacting Your Digital Terrain

Distributed Enterprlse & Anywhere
Growth of Assets & Threats Fragmented Solutions
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You Need A Force Multiplier! & e &
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Zero Trust

CIS Critical Controls

N to Consider for Connected Assets

o(:%)c Workflow Automation

Should this open a ticket? Update the asset in the CMDB?

Network Access Control

@

Was the asset authenticated? Should asset communication be limited?

Should the asset be remediated?

Should asset communication be blocked?

Asset Compliance & Risk Compliance

Who's logged in? Is the asset operating properly?

Is the asset compliant? Is the asset vulnerable?

Is the asset agentable? Is the asset critical?

a%°  Network Communication
What should the asset communicate with?
Over what ports and protocols?

What assets is it communicating with?

PCI DSS Cybersecurity Asset Management
NERC CIP
<X %r} @ Security Orchestration
5 HIPAA
HIPAA

Journey to success!

Where is it logically?

CLICO
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Your Never-Ending Security Challenge?

GAP

Constant Changes:
« Device Lifecycle

. Security Framework:
« Applications
 Regulatory

Compliance

 People
* Device Decay

« Security Policies
« Software failures

 Risk Management

* Acquisitions « Security Tools

THREAT LANDSCAPE

Constant Change Drives Misalignment

;] | | o & w4
@Ll@ and Widens the Gap in Security Risk Posture Security Networking Management 4



Your Never-Ending Security Challenge?

—_— «—
Security
Digital Framework
Reality Wwith
<) FORESCOUT.
—_— «—
THREAT LANDSCAPE

Forescout Aligns Your Digital Reality & Your Security Framework
... and Operates Continuously to Maintain Alignment ® s rQ

@LH@ Security Networking Management 5



Real-World Example

Rapid time to value for a holistic view of all devices

‘ 16% Security Risk Gap

197,560
Forescout Customer: Assets

Energy Company

79% Security Risk Gap

No single tool with
more than 100k assets

Windows Defender Agents CrowdStrike Combining 32
Agents Separate Tools

@M@

235,000
Assets

Zero Agents

<) FORESCOUT
® e
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Real-World Example

Rapid time-to-value for a holistic view of all devices

The only source of truth for 235,000
Assets

what is on your network — is
the network itself.

197,560
Assets

Zero Agents

No single tool with
more than 100k assets

50,000 50,000
Assets Assets
Windows Defender Agents CrowdStrike Combining 32 <) FORESCOUT

Agents Separate Tools
S w4
@LH@ Security Networking Management 7



Forescout Continuum

Forescout Cloud

MANAGEMENT RESILIENCY CLASSIFICATION RISK SCORE THREAT INTEL IOCs & APTs

Cyber Ecosystem

splunk>

N

RAPIDF) Discover CROWDSTRIKE
s Otenable
ymantec Assess '
Automated Security S TANIUM
@ QUALYS Platform CEvEre CARBOE
servicenow gmgrgg.
[ Network Fabric ]

Cloud loT loMT OT/ICS

wd En B @Y & CDE CEmPAN BHARAGY

S & k4
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Connected devices under attacks
Ved( Kyberutoky na ceské nemocnice ‘ldforransom

as reportedly breached by a

Report; First hal _

E @ E:! E E m m { V nemocnici v Benefové doélo k Gtoku na konci roku 2012, Kvili omezeni Iékafskych vykond, zrugeni plénovanych

vySetieni, operaci, vyroby a ndkladim na cbnovu se Skody za necelé tii tydny omezeni provozu vyiplhaly na 59

. emiliewnt ki iocnice se potyka s nasledky
- NUKIB: Ceské nemocnice stale c¢eli hackerskym ttoktim kv
RN N -
Mi.losllavFié’elrf,).Iszi\rinkI:\z%l( 0 ,

B Narodni Gfad pro kybernetickou a informaéni bezpe¢nost (NUKIB) v i{jnu evidoval 14
Mi““““ kybernetickych incidentti, letos druhy nejvyssi pocet po bireznu s 30 ttoky. Vétsina neméla
mmsnnnnEEEEEN v47né nasledky a rychle se vytesily. Zvysenému tlaku hackerti podle NUKIB stéle ¢eli
. zdravotnictvi. Ke konci fijna urad eviduje 24 kybernetickych incidentd, o osm vic nez za cely
:Sf iﬁjﬂf’e'g Foxcon lotisky rok. NUKIB o tom informuje na webu.

returnlllb W IIVE IERvR it e e e
=
m Tech manufacturing giant Foxconn s,

after a ransomware attack crippled t

o ° o e The LockBit ransomware group claimr ‘ \ 84

last month. They threatened to leak B 11252

Nasledoval dtok na psychiatrickou nemochnici, ktery probéhl jen o nékolik méalo dnd pozdé&ji. 27. biezna doglo k
A spokesperson from the Taiwanese . . . e - . . . I P
ransomwarovému Utoku, ktery s nejvétsi pravdépodobnosti zneuZil slab3, nedostateéné zabezpefena mista na

190 16
96
41

new report.

serverech. Utoénici se v takovém pfipadé pfihlasi, vypnou v zafizeni bezpe&nostni fedeni a ruéné spusti skodlivy kad,
jenz ze zafizeni zadifruje viechny dostupné lokalni a sitové disky. Takowvy Utok neni nijak néroény a jde s nejvétsi
N
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Discover and inventory all cyber assets on your network,

continuously.

Discover all devices

Inventory of all connected cyber assets with
the industries most robust choice of 30+
techniques, without agents or disruption

<) FORESCOUT.

1,833,032 1,206,720 424,656 120,672

OPERATING SYSTE

P

™M
R * dneriope PN, ¢
l 1833032 N - 1833032 [« iniins
B B
HGM R HIGHES'

T RISK 1P CAMERAS

214

1.213'27

@M@

Rich Context with High Fidelity

| Manufacturer | Model | MAC| IP | Serial
Number | Firmware, OS| Software | Location
| Vulnerabilities | Recalls | Traffic Analysis |
Threat Detection | Risk Assessment |

31,952 49,032

VENDOR & MODEL

o

Qn,osz B v

Leverage insights

Derived from tens of millions of assets across
many of the world’s largest companies heavily
targeted by threat actors

Forescout Can Help
» Are you aware of every connected device? Globally?

» Do you have full context in one platform?

» Isthisinformation updated, continuously?

® e
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Dashboards

<] FORESCOUT. DASHBOARDS ASSETS POLICIES {BETA) SYSTEM 9 " ?
Device Visibility : Device Compliance : loT Device Risk  : Device Risk +
LAST UPDATE
perurowe 1,833,032 1,206,720 424,656 120,672 31,952 49,032
ALL DEVICES CAMPUS WIRED CAMPUS WIRELESS DATA CENTER cLoOuUD oT
FUNCTION = OPERATING SYSTEM = VENDOR & MODEL =
’ 34% Employee ‘ 51% Windows ‘ 53% Dell
. Warkstatlon ® 25% Linux ® 20% Apple
© 8% M°b"? ® 9% MacOS ® 9% Avaya
® 10% Facilities 7% i0S 8% Cisco
S 1,833,032 5% VOIP 1,833,032 o 3% Android 1,833,032 o 55 Amaon
1 e il i i
Total © 8% Retail & Financial Total ® 3% Cisco 10S Total ® 3% Axis
® 6% Multimedia & ;
Entertainment 2% Unix 2% Google
3% Network
Infrastructure
® 2% Wearables
® 10% Other
COMPLIANCE OVERVIEW = DEVICES AT HIGH RISK = TOP 5 UNAUTHORIZED WINDOWS APPLICATIONS INSTALLED =
Last Hour v
Compliance Thresheld: 90%
Overall - 1,347 . 234 Dropbox 1576
. 91 0/ 90/ 21% Devices with Weak 50% Windows Devices at Risk
0 0 fontil ’ ' T |
CO m pl lance . . Credentials fram WannaCry or 1.058
Compliant Noncompliant
Status devices devices spotify A se3
. 847 + 113
10% OT Devices with 14% Devices with Telnet TeamvViewer 389
Critical CVEs (Port 23) Open

uTorrent . 105

No. of devices

® R
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Detailed view

CLIC

¢ GEVCT

CcT

©10.104.131.253

h Site Hospital3

(%) MDs2

Quarantine Group

Asset Attributes /

Category
Type
Vendor
Model

Equipment Function

Classification Fidelity
MAC

Location

Serial Number
Asset Tag
Criticality

FDA Classification
Last Seen

First Seen

Last Vendor Access
Last Scan Time
Last Queried by

CyberMDX

Taas 7

Medical Device
CcT

GE

LightSpeed VCT

6: Diagnostic - Other Physiological
Monitoring

High
18:60:24:88:EF:29

Hospital3 > Building C > Floor 4 >
Room 412

22558

Critical
Class Il
04/19/2022 18:07
12/24/2021 14:06

04/19/2022 12:01

Risk Assessment

CMDX Score
Device
Criticality Critical
PHI Yes
Recalls @ Yes (10)

Take Action

All Device Level

Blocklist o

Disabled v

Risk Reduction

Reduce Attack Surface

Network Context

P 10.104.131.253
VLAN 20

Subnet Name Hospital3
Connection Type Wired LAN

Default Credentials

Network Level

Overview

L § You are screen sharing

Managed ©

Known Vulnerabilities @ Yes

Perimeter Level

Allowlist o

Disabled v

Risk Reduction

Reduce Attack Surface

MAC

NIC Vendor

Network Analytics Cyber Risks

o EZES

FAN

1 Vulnerabilities 1 Threats
Software Mitigations
Outdated Version © Yes Endpoint Protection

Update OS -

To Do v

Risk Reduction

1x

5%

1 Compliance Issues

Network
VLAN Type MD Only
No Internet Connection Yes
Threats Detected @ Yes
A
Linux ker...
A

18:60:24:88:EF:29

HP

Binding Expiration Ti

Binding Source

®

Security Networking
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Assess cyber asset compliance and risk
hygiene, continuously.

Asset compliance ldentify and prioritize risk Group and baseline flows
On-connect agentless validation of cyber asset Real-time, multi-faceted risk analysis and Dynamically group cyber assets by type and role
state against security frameworks. Ensure mitigation for all connected cyber assets based to map traffic flows and cross-talk between
security investments are deployed and running on asset trends and threat feeds groups

Forescout Can Help

> What validates installation/configuration of agents?

» How do you prioritize remediation of assets today?

S B w4
@Ll@ Security Networking Management 13



Risk Scoring

AS

AK

'00

150

Filte

IP 4

10.

10.

&

10.
10.

192

SETS PERRISK @ 2,048 VULMNERABILITY INST... 1464 £ ASSETS PER PURDUE ... 2,377 TOP PROTOCOLS 84
800 1K
400 i . s .
ﬂ Risk Dominant & Auxiliary Risk
200
Risk Severity
0 . . (Ve ]
L M H C CLASSIFICATION Risk Score Low  Medium High Critical
GENERAL Device Critic o
=1 89 100
Roles Protocol USER Risk Indicato C‘ es (20), Exposed Services (7)
3 Filters: loT Device, [TDe... = | & | Select NETWORI ACCESS
L
APPLICATIONS = 79 89 ABILITY TITLE | VULNERABILITY SCORE w 1
I
CLASSIELC ATION NETALLS o Fr Lt + Eanl ada nasution, 10
©
2 &
Devices at Risk (@) = Devicesa' ‘T _g ions with Highest Risk @ = Device Risk Duration @
o 7]
-t
o =
3 a 1
i o g am
2.5
. (=}
High 1 -
I " 2 1-7 days
Medium . 5 2
8 15 » l39 -
Low 9 5 p
s S5 4 7 9 10 _
0.5
v N - Iz :
0
A No. of Devices CMDX Score No. of Risky Devices No. of Risky Devices
NFA Normai Low MEedIum W HIEN W Lrincal w A g Normal Low @ Medium @ High @@ Critical Narmal Low Medium @ High

CLICO
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Device-Centric Risk Management

Cyber Risks

Vulnerability Cases Se

Severity

4 High

A High

4 High

A High

A High

A High

A, Miediur

A, Msdiurm

A, Mt

A, Msdiurm

A Mediurr

A Mediurr

Customize Risk
Prioritization

Last Year~
0 active fMers 7

Seoee CaseiD AORRARY,
Ba ¥-000311 CWE-2008-10_.
Ba ¥-000351 Microsoit RDP_.
Ba ¥-000352 CWE-20019-0736
E8 ¥-000350 MOChex-Ray

E8 ¥-000E05 Microscit RDP_..
E8 ¥-000E06 CVE-2015-0736
Fi ¥-000101 CWE-20@1-26_
Fi: ] ¥-000280 CWE-2020-1T1 ..
Fi: ] V-000282 CVWE-2020-17_.
Fi: ] W-0006e42 CVWE-2021-28_
Fi W-000E49 CVWE-2021-28.
mn ¥-000085 CVE-2021-26..

| —

SEARCh Sndcen, Gevice fpe. 6c ‘

& Show Selected

Descrption

BusySox project Busyliox

A bundie of BlusKesp and

This device 5 possibly ¢

Affected modaldies are de

A bundle of BlueFeep and

This device is possibly exp

Microsoft Windows Media

Microsoft Windows Secur

Windows NTFS Remote C

Remote Procedure Call M

Remote Procedure Call

‘Windows Event Tracing E1

Case ID: V-000390

MDhex-Ray 5 Ultrasound | GE Healtheare ]

Details Risks

A High

Score B

Status Actve

Colegory Medical Device
Dweell Time (Days] B

Affected Assets 1

fderce High

F er DAMASI021 0114
favgaees Het Assigned
Note
b
% Cancel w Saue

Vulnerabilities  Thireats

Assign Case

Coenpliance

Create Ticket [ Resalve

CVEs f CVSS Score

CVE-2020-25179 98

Description

Exploitable Ports

Affected modalities are deployed with default credentish on several mansgement ports. Succeshid exploitation could allow hackers ta obiain read and write
& COde enerution.
=) @@ E Choose Mitigation

/ Method
Recommended Actions l

Add Notes for
Documentation

[For all affected devices, implement a network sccess policy that restricts the following TCP ports to only be available for GE mainbensnce servers: 21 33 2% 513

Read the full advizary by CISA
Comtact GE Healthcare support and request thal the credentials will be changed lor o8l affected devices.

Additional Info

Ihitpa:fius-cert cisa govficsiadvisonies/icsma-20- 34501

CLIC

®
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Govern cyber assets proactively to minimize
attack surface and breach impact, continuously.

Enforce Zero Trust security

Proactive remediation Pin-point controls

Correct misconfigurations with non-compliant Simulate targeted policy decisions before Implement least-privilege Zero Trust policies
cyber assets before they present challenges enforcement to reduce blast radius without based on user, device, connection, posture and
that require extensive triaging widespread operational impact compliance for all cyber assets

Forescout Can Help

» Can you automatically remediate assets without
human intervention?

» Canyou limit blast radius... without negative
impact?

S B w4
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Segmentation & Zero Trust

<) FORESCOUT, DASHBOARD ASSETS SEGMENTATION & John Snow £

EYESEGMENT MATRIX —

DESTINATION ZONES (10) - EYESEGMENT POLICY
= g 9
D 2 o $ g
3 g E § z g & (@)
3 z & 5 z s s 2 >,
2 B ! I 2 9 g ! , 2 15 1
& Q «n o ) w ES
) o < = = = “ Z = 2
b4 = d o' g ] o' w o x Draft Simulation
a ) =] 3 s = & = s &
= = 3 o < 2 o a ] 13 rules rules
- @ [:3 o v @ o v o w

FLTERTRAFFIC D) @

HIPAA_REGULATED

ENDPOINTS COVERAGE

BIO_MED % Traffic Visualization [
N
< @
R&D_LAB AWS D I:‘ Policy Visualization @ 1.1M out of 1.3M
eyeSegment eyeSight
Endpoints Endpoints
P
. CORP_USERS ® %) (3} vageid
B
-m— \ Action Traffic
z CAMPUS_loT D D . D @ B Allow Al @ Traffic Baseline TRAFFIC SENSORS
R N
o] 8 Deny All @ Filtered traffic
g
3 BUILDING_AUTO .1 Exception @ simulation Violation 1 33
& Collision 55
N Flow Packet
CORP_SERVICES D \\ Status Exporters Engine Appliances
- [ Design
SIEMENS_MANAGED ® D :Simutadon
TRAFFIC INDICATORS
REMOTE_USERS 0 (@) @]
[+ D
EXTERNAL VENDORS D . Cloud Connectivity Traffic from
- Information 90 days ago

Quickly identify higher risk assets
and segment them automatically

® e
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Multifactor Network Access Control

&=

Lo W

=
0000 0000
o tmit (OHGEN Umi o Umi o Limit

@M@

Discover — every connected device within
depth accuracy.

Assess — your cyber asset hygiene and risk
compliance.

Govern — assets proactively depending on
your security framework and risk tolerance.
Remediate assets automatically or limit
network access

® e
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Automate security and response workflows.

Share Contextual Insights

Share in-depth device, user and network
context for all cyber assets — managed and

unmanaged

Automate Workflows

Accelerate Response

Automate cross-product processes and bridge System-wide policy enforcement and incident
gaps between tools with pre-built integration response actions at machine-speed to contain
modules, community apps and open APIs threats, minimize propagation and mitigate risks

Carbon Black.
\GROWDSTRIKE

Q) FReEeYE
I McAfee
‘/ Symantec

EPP/EDR

SEL

Qrsioie aruba

@ F::ATINET

,4 mosileren  PagerDuty

@M@

@ Qualys.

RAPIDI)

Rockwell
Automation

(D sicFix SIEMENS PHILIPS servicenow

oT/ICS

Sheckhoint

Fi:RTINET a CYBERARK'

PAM

Healthcare

Sito, o S sffiient P
O Googeciowd M jamf W icrosoft
@ Oprn'nethel.s _-;'- slack @IF}EI}I} u UBIGUITT  BVECTRA

Clatalbratect

CONNECT APPS

Forescout Can Help

» How do your security products enrich one another?

» How have you automated workflows between

products and people?

» How do the number of people & systems impact

response times?

® e
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Automated response

CLICO

Assign Net o

Ho
*  ultra
®  ultra
® ultra
*  ultra
& tap2
& tap,
®  shyt
®  szam
®* r1obog

Corpora

Mate
Bm

Col

Su

Online\Offline

Unmatched Imesolvable Pending

@ Action
palo
« [ Actions
~ B Palo Alto Networks Next-Ge

M Firewall - Create App-ID
B Firewall - Create Securit
Eﬁ Firewall -Map IP to User
K Firewall - Send HIP Data
Kig Firewall - Tag Endpoint
#? Panorama - Create App-
P Panorama - Create Sect
Pl Panorama -Map IP to U:

F™ Panorama - Tag Endpoil

Parameters he

X

This action adds a tag to the endpoint The tag is then matched to Firewall Dynamic Address Groups

Tag CT-Restrict

Specify one or more Firewalls
®) Send to all firewalls

Send to specific firewalls !

® e
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Automated

CLICO

response

Palo Al
Host

. tap.da‘

Palo Alto n
rG
0

Matchea
Bl Mat

Cong

Actiol

icv: "Palo Alto ristricted Hosts

NJ @ Policy: ‘Pale Alto ristricted Hosts'-->Main Rule -

Nar

Desg|

Sc
PR

Filte

Exc

Mg
Co

IPV

Su

Condition

A host matches this rule if it meets the following condition:

All criteria are True
Criteria

IPv4 Address-10.0.1.3

Actlons

Edit

Remove

Actions are applied to hosts matching the above condition.

Ena.. Action

ki Firewall - Tag Endpoint

Advanced
Recheck unmatch Ewvery 8 hours, All admissions

Recheck match Every 8 hours, All admissions

revar-ra. HEEE
Remove

l

jatched

Name

® e
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Automated response

Members Count

dvnamic

Address Groups - CT-Restrict ®

* T © ©

Address Type Action

registerad-ip Unregister Tags

dynamic-group

S B w4
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Forescout?

Headquartered in Dallas, Texas
Employees in over 30 countries

Leader in threat research and intelligence

30% of Fortune 100, 20% of Global 2K

Expertise across Financial, Insurance, Healthcare,
Government, and Utilities industries

Millions of end points deployed in US DoD Comply-to-
Connect Program

Completed Project Memoria, the most extensive study of
TCP/IP stacks that uncovered 97 new vulnerabilities
impacting over 400 vendors

Diverse customer case studies and recognized by
numerous industry awards

JPMorganchase &) W BARCIAYS {X} HSBC

O
\ WAL/
owtd, 5

¢ Cigna  Humana

SIEMENS

Panasonic %‘5 ESEEGY__

amazon SAP

‘\‘ SSRTY,
4’ £F ) -

£ Vo = UNITED STATES
A\al‘l'loﬂ f-,_( S \iis Bl POSTAL SERVICE

HOTELS - RESORTS - SUITES

Managing cyber risk
through automation and
data-powered insights.

® R
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Research and investments

Forescout Announces Intent to
Acquire Cysiv to Deliver Data-

DAawarad Thraat Na _s*% Forescout Technologies Inc.

VErs

< % Forescout Technologies Inc. cos
J 381 K followers scout Company has won the 2022 Fortress Cyber Security
6d+ ® s in Leadership! The industry awards program sought to

Today, Forescout's Vedere Labs released a new report that includes a detailed the world's leading companies and products that ¢ ...see more

playbook describing how organizations can protect themselves against a new type
of ransomware that exploits loT devices, such as video cameras, to deploy...

erMDX

‘ O ‘ T COMPANY

of the
rtress Cyber
" Award in
hip

When Ransomware meets
the Internet of Things

FORESCOUT

Upon the close of the acquisition, Cysiv will join Forescout.

efficientlv.

S B w4
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Vedere Labs

®
39 Billion 18.7 Million

Unique Data Points Unique Device Profiles

Device Ecosystem

@56.5%IT
®32.6%IloT
®7.2% loMT
®37%0T

@M@

8132

Unique Vendors

2014

Unique OS Versions

Device Functions

®

@ 60.5% Computer
® 13.0% Accessory
@ 12.7% Networking
@ 8.9% Mobile
® 2.4% Facilities
® 0.9% Healthcare
0.6% Wearable
@ 0.2% Retail & Financial
® 0.2% Storage

® 0.2% Multimedia &
Entertainment

® 0.4% Other

ra
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(=]

[=]

Vedere Labs

Router/Switch
Firewall

NAT

Server

Wireless Access Point
Computer
Hypervisor

Load Balancer
Generic IT Device

Wireless Controller

DICOM Workstation
Patient Monitor

Imaging

Nuclear Medicine System

PACS System

Generic Healthcare Device

Healthcare Platform

Medical Analyzer

Cardiology

Electrocardiograph

CLICO

Riskiest Devices - IT

Riskiest Devices - loMT

10

10

Access Control
IP Camera

IP Phone

VolP

ATM

SmartPhone

Riskiest Devices - |oT

_ :

Video Conferencing

Tablet
Mobile

(=]

Out Of Band Controller

Programmable Logic Controller
Industrial Control Systems
Human Machine Interface Panel
Uninterruptible Power Sup...

Environment Monitoring...

Facilities...
Building Automation...

Generic OT Device...

Riskiest Devices - OT

w
Fs

ul

10 Module...
ICS Supervisory...

7.6
74
6.6

& 10

® e
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Thank you

@Ll@ martin.vivodik@clico.sk ® B ra
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